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Abstract:

Four decades after the first NATO conference omwswe engineering, the quality of software is ssiliffering
severely from programmers' human fallibility. Altrgh many of the resultant defects are just typimgre or simple
oversights, eliminating them by conventional codeigw is a tedious and error-prone endeavor. Tapep shows
how to mitigate the impact of human failure by degting the implementation process and feeding batputs into
a computer-aided review process. The effect isamactter-by-character code review of unprecederifateacy and
reliability.

1. DOUBLE DATA ENTRY

In the early days of computing around 1970, mydatielped establish a state-of-the-art punchcasttsyat the oil
company he was working for. As a result, one ofttthes | grew up with was how raw-data sheets foowkkeeping
were processed into punchcards by a team of twpukesh operators. The first operator started witlhupunched
card in a keypunch machine and struck a sequenkeysfbased on what she saw on the raw-data shest. she
passed the punched card and the raw-data shdet s@tond operator, who would put the card in i@emachine
and strike the appropriate keys as well. A redrelight appeared whenever holes and keystrokestdidgich, in
which case both operators would take a closer fodid out whose fault it was.

Good keypunch operators were able to punch (orfyesieveral thousand holes without error; and wiaen
occasional mistake happened to one operator, chareee excellent that the other operator got htrigo the error
was quickly found and fixed. This in turn meanttttiee quality of each operator’s work could be meed (in terms
of keystrokes per error), and in fact this statadtifeedback was a major source of pride and mitivan an
otherwise rather boring job.

The era of punchcard computing has gone by, butribhod of double data entry continues to be usediious
contexts. Whenever you set a new computer passwordhave to enter it twice to catch possible tgpamrors.
Commercial software packages offer double datayefutr reliable business-data input, and even scholeho
digitalize ancient books appreciate this method egst-effective way to obtain error-free trangioips. Yet, in spite
of ubiquitous complaints about software qualitgjrailar approach has not been proposed for progiagso far.
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2. DOUBLE PROGRAM ENTRY

In 1994, | witnessed a keynote address by Wattsgtuay, in which he talked about the power of caglgéaws in
the Personal Software Process (PSP). In partidhiariyield" of defects found before testing wasganted as a vital
quality factor, whereas the role of testing shremla filter only able to scale down the remainingnier of defects
by some percentage.

In his PSP book "A Discipline for Software Enginiegl' [1], Humphrey recommends to review new codéolee
even compiling it. He argues that a search is mwtvating if there's more to find, and that thentner of compile-
time errors tends to correlate with the overall bemof defects in the code. Thus, a "clean firshpite" is a good
sign of quality and a rewarding experience forgheson who thoroughly wrote and reviewed the code.

From a psychological perspective, the challengéoisesist the temptation of premature compiling aesting.
Ideally, programmers should dwell on the progrart t#l they feel confident with every single chater, similar to
keypunch operators’ confidence in the holes they thanched and verified. So in order to approxinthie level of
confidence, we shall now translate the keypunchkfl@r of the seventies into a programming method tfee
twenty-first century.

2.1. The Raw-Data Sheet

Every serious programming task has to start witlritien description of the work to be done. Thisiicobe a (more
or less formal) specification or design documemtagarticular section thereof. It could be thecdipsion of a
feature to be added, or of a defect to be fixedyldt's just a functional description with the gram logic yet to be
designed; maybe it's some algorithmic pseudocodeyrdor translation into the final programming laage.
Whatever its actual form may be, the point is thaerves as a stable basis for the programmey&trodes and thus
corresponds to the raw-data sheet processed byikelymperators. Hence, in the sequel the term taa-sheet"
will be used in both cases.

Of course, there is one important difference betwesv-data sheets in the keypunch and the progragmorld.
Keypunch operators had no degree of freedom whey planched a card for a given raw-data sheet. Byrast,
programming requires many little decisions all timee, and the resultant keystrokes depend on thededa sheet
plus these additional implementation decisiondati, making good decisions based on existing @dkincoming
raw-data sheets is the intellectual challenge ofjramming in the first place; but then there isaglsvthe second
challenge to avoid "silly" typing errors and ovetds, and before that latter challenge all humangse(whether
keypunch operator or software engineer) are equal.
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2.2. The Two Operators

The next question is how to reflect the separabtietween the operator at the keypunch machine andghrator at
the verifier machine. Clearly, if we simply gaveethaw-data sheet to different programmers for ieddent
implementation, we would essentially end up wittvé\ision programming, where all the versions haveotxist at
run time and pass their results to some kind afigainechanism (see e.g. "Designing for high intggilihe software
fault tolerance approach” by M. R. Moulding [2]).

However, since our goal is to obtain a single werdree of typing errors (rather than N versionshait such
assurance), we have to introduce a certain amdutémendency between the two implementation pasdeally,

every implementation decision of the first passuthde available during the second pass, but natitten form in

order to minimize single points of failure. (Noteat without this restriction, the second operataghthas well use
the code from the first operator rather than thre-data sheet, which is of course strictly forbidden

So either the same programmer has to fulfill thie @f both operators, or a colleague who withnedbedentire
"keypunch" pass becomes the new operator for theifler" pass (which would be a combination of pair
programming and double program entry). In both ades, the point is that all implementation deaisitave to be
reconstructed from memory while operating the "fi@rimachine”. That way, a high degree of indepewdeis
achieved while at the same time avoiding the Nigarpitfall mentioned above.

This is not to say that N-version programming andhlde program entry couldn't be combined in a megfal way.
If each of the N implementors performed double paiogentry, the quality gain in each of the N vemsiovould
certainly be no disadvantage to the system's dvetalbility.

2.3. The Punchcard

The fact that every implementation detail has todproduced puts a natural limitation on the amaidrdode that
can be written during one cycle of double programrye Unlike keypunch operators, who simply punclzadi
verified one card after the other, programmersfaced with work packages of variable size and cexifyl, some
taking several days or weeks to complete. So agailiteral translation of the keypunch workflow Wowork,

because the information to be memorized would béipitive for many practical programming tasks.

On the other hand, experience shows that large cantblex raw-data sheets can always be decomposged in
meaningful parts or increments, which can thenniggémented as a sequence of multiple "punchcarih"deuble
program entry used for each of them. If the ravadditeet describes a sequence of processing stepsaimple, the
most fundamental steps could be tackled first atditi@nal steps saved for later punchcards. Créfraw-data sheet
contains a list of required changes, a natural mgosition would be one punchcard for every itentranlist.

The ideal punchcard is a logically coherent suk-tdsnanageable size, whose implementation shale no longer
than a couple of hours. If it's too small to makabke implementation decisions, many decisions halle to be
overthrown by subsequent punchcards, which is rattedficient and error-prone. However, if it's tba to be kept
in mind at one time, the results of two implementapasses won't have enough in common to be ukeftyping-
error detection.
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In my experience, it has seldom been a problenintb dood punchcards and decide in which order toplément
them. | usually make a hardcopy of the raw-datatshad tag suitable punchcards by handwritten sisnianich |
cross out during implementation to keep track oétghleft to do. A punchcard may span several soéivmodules,
but it should be coupled with other punchcardsttis &s possible. Of course, certain unidirectialgpendencies are
inevitable, but they can be easily addressed byeimgnting dependent punchcards after the punchéaegisdepend
on.

2.4. The Keypunch Machine

When the raw-data sheet has been analyzed andusédidnto one or more punchcards, it's time talsivn at the
keypunch machine and start with the first punchcaite "keypunch machine" is just the normal programg
environment, consisting at least of a version-ainsystem and a source-code editor, either workiingctly on
operating-system files or embedded in some intedrdévelopment platform.

My own experience is based on operating-systers filbich | reserve from version control and manifihaith a

traditional text editor, so my description of doallprogram entry will be based on this assumpti@weéver, | see no
principal problem with the generalization to mooplsisticated environments, and | encourage all Igengpof such

environments to remove possible obstacles and geawser-friendly support of double program entrthia future.

The most important rule with regard to the keypunmtthine is to work exclusively on one punchcard tine. For
each module affected by the punchcard, a well-édfgource code has to exist in version controlreedod after the
punchcard has been implemented, and the differbateeen those two versions should reflect just phetchcard
and nothing else. (Any ideas pertaining to futummghcards may be collected as written notes, ey #re not
allowed to enter the actual source code yet.)

Another rule is to refrain from compiling and testiat this early stage. Even if there are uncedrésinabout
programming-language features or library routirigs, still better to stop and do some "basic redgare.g. by
reading documentation or performing little expenitsewith toy programs. The resultant insights dentbe used to
properly finish the implementation of the punchcardhe program text. (The idea of separate expartation is an
input from the Cleanroom community; see e.g. Mithaeck's paper in the 1994 proceedings of the Racif
Northwest Software Quality Conference [3].)

To punch a card isn't always straight-forward ie thorld of programming. Sometimes it's necessargxjplore
different choices to see how well they fit into thieucture of existing code. So whenever you hitead-end or
discover a simpler and cleaner alternative, dom'sitate to undo some of your changes and improee th
implementation till you honestly feel, "If | eveath to do this again, that's how I'd do it."
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2.5. The Verifier Machine

We have now reached the point where double prograiry departs radically from today's software-eagiing
mainstream. So before further pursuing this noahplet us analyze the situation immediately aléaving the
keypunch machine. At this point, the programmera&gsh memory of the punchcard just implementetiaclear
mental picture what the new code should look likee question is how to best exploit this knowlettlyenake sure
every character indeed matches the programmegistion.

The traditional answer has been meticulous proadireg. But the human mind is not a digital compugerd the
intended code is not available as a low-level attarastream which can be easily compared with theahcode to
be reviewed. On the contrary: The mental efforteioonstruct intended characters is constantly unided by the
actual characters before one's eyes; and the niemtian shifts down to the character level, thedka it gets to
maintain the necessary high-level overview. Hengepnoposal to first make the intended code expligyt actively
re-typing rather than just reading the new charagtnd then simply check if both character strearaghe same.

The "verifier machine" is similar to the keypunclachine from the previous section, except that érafes on a
second copy of the original code reserved fromigarsontrol. | personally prefer short file namiée ["X" and "Y"
(plus language suffix) for this second copy, whitds the advantage of a clear optical separationeeet files
belonging to the keypunch machine and files belmgpgb the verifier machine. However, since these jast
temporary names not intended to be shared withr pngple, any naming convention is fine as long'sssonvenient
for the programmer to work with.

Before the second implementation pass beginsrtélets from the first implementation pass haveligappear from
the programmer's desk as well as from the compmaezen. Only the underlying raw-data sheet is ssggdo be
visible, and the first step of the second passe i®é&d the relevant parts of the raw-data sheet again. If it turns
out that some detail has been missed during teeifipplementation pass, this is still a good timed back to the
keypunch machine and fix the code before finallitaving to the verifier machine.

To take full advantage of double program entrygdammend a pilot's discipline and concentrationttier second
implementation pass. There should be no needifdraind error any more, as in the first implemeatapass. That
was just the flight simulator, so to speak, whittbveed the pilot to get acquainted with the missad work out all
the details. Now it's time for a clean and flawl8ght, and the computer keyboard should be toddm carefully as
control panels in a cockpit. Again, the programmmery become aware of certain issues missed befatehé flow
of the second implementation should continue, dmdfirst implementation should be fixed afterwafdsthout
looking at the second implementation).

Of course, it can also happen that the second neasgls a fundamental problem not yet realizedndutie first

pass. When getting stuck with such an unexpecteblgm, it's often necessary to fall back into tng-eerror mode
again. This is still better than not finding the@lplem at all, but it means that the first implenation is obsolete, the
second implementation assumes the role of theifimstementation, and a third implementation is ieggito secure
the second implementation. If necessary, this balset repeated until there are two final implemeaoiest of the

punchcard, at least one written in a rather sttefigtwvard way.

Page 5 of 10



2.6. The Red Error Light

After the arduous part of double program entry conee more relaxing part of computer-aided codéevevThe
unreliable connection between human mind and coangegtyboard has been bridged with two-fold reduogaso
all characters which came out twice identically ¢gnassumed to reflect truly what the programmek ihamind.
What's left is to take care of non-identical chéees; which first need to be identified before tlvay be resolved.
And since this search requires low-level precidiot no high-level understanding, it's a perfect foba digital
computer.

The "red error light" of the verifier machine cae simulated by whatever file-comparison tool isilade on the
development platform. Ideally, the tool is smarbegh to show all the differences between two fdesnce, but it's
also usable if it only shows the first differingdi of both files. (In the unlikely case that no reggpiate tool exists, it
might be worthwhile to develop one.) For each medaffected by the punchcard, the two implementatiwave to
be compared; and as long as one or more differgraesip, the red error light is considered to baimg.

In my experience, the most efficient procedureisetdirect the file-comparison output to anothkr &ind then load
all the three files into the editor. That way, hcscroll from one difference to the next (in thepepwindow) and
conveniently switch between keypunch and verifiesichine (in the lower window). Not every differente
necessarily a defect, but it's always an opponioit the programmer to think about the code fraginmnce again,
make a conscious decision, and manually enfordedthsion in both copies of the code.

While resolving differences, it's never wrong tarlah another file comparison in between. It's ni@evatch the
number of differences go down, and occasionallyifierence might "survive" within a line already tthed to
resolve another difference. That's also the reagonno shortcuts are allowed during difference kagm: If you
simply copied the "right" code over the "wrong" epgou would circumvent double program entry angsttisk a
single point of failure.

Eventually the red error light goes out, and the wutputs of double program entry have convergéo ame
consolidated new version of each module. Whateingfles mistake happened during the keypunch passyetifier
pass, or while resolving differences, the rulescofmputer-aided code review make sure that only"fitest"
characters of both implementations survive. Hemdthough the resultant code has never been compéedit's
typically cleaner and more reliable than converaiaode is after eliminating compile-time errors.

2.7. Pride and Motivation

Having said all this, does it come as a surprisg dfter computer-aided code review there are aftenompile-time
errors left at all? In fact, Watts Humphrey's "clefirst compile” has become an everyday experiesinee |
incorporated double program entry into my persatdtware process in 2003. Yet, | still feel aslkbd as the
students in Humphrey's PSP book whenever the wicskveral hours compiles instantaneously withasihgle error
message.
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In the meantime, | have spent thousands of houng wouble program entry, and I'm not sure this likdwave been
possible without the recurring challenge to "béwat tompiler” in terms of defect removal. But wilfistadditional
incentive, it definitely works in the long run fdisciplined software engineers; and the hardshigonible program
entry is rewarded by a great feeling of profesdisma similar to the pride and motivation that hedipkeypunch
operators in their daily struggle for error-freenphcards.

Nevertheless, occasional compile-time errors catupcand now it's important to keep up the spifitdouble
program entry lest a single point of failure sneakt the very last moment. Every correction of pdeitime errors
has to take place in both copies of the currenecadd afterwards another pass of computer-aiddd peview is
due. When the two copies (which still originatenfrindependent keystrokes) are equal, the modiftetk enay run
through the compiler once again. As long as yettterocompile-time error appears, the whole cycle tmabe
repeated.

When neither computer-aided code review nor thepilemfinds anything wrong with the finished punehd, it's
time to replace the new module versions into versiontrol. If the raw-data sheet contains additignanchcards,
they are subsequently implemented one after thero#ind if further changes become necessary duertdime
problems or new requirements, they should also repagwed as raw-data sheets, structured into purdd)cand
implemented in the way just described.

3. POSSIBLE OBJECTIONS

I don't know to what extent our programming cultiseeady for this new method yet. Although faisiynple and
immediately applicable, the approach might soundtsenge to many people that it could take a |lomg before it
has a noticeable impact on the way industrial saftwis developed and maintained. This section iatempt to
remove initial barriers, dissolve certain doubts atjections, and shed some light on aspects obldgorogram
entry not discussed so far.

3.1. Doesn't it take twice as long to enter evémngthwice?

Not at all. Any programmer who has ever lost a li&f's work to a system crash or handling erromisnbow
surprisingly fast such a loss can be recovereddbasaenemories from the first implementation pad® point is that
all the thinking and problem-solving has been dahieady, so the second pass is mainly concernddtyping a
known solution into the keyboard once again. Noppsise for the sake of argument that the lost impleation
were somehow found again: Wouldn't that be a grppbrtunity to compare the two versions and mehgebest of
both into one version? And why not create suchuagon on purpose if it leads to higher code duali

| think the main question is not how many minutes @nsumed by the second implementation passytiether it's
time well spent if the goal is a proper charactgcharacter code review. And since the second [zaggically
much faster than the first pass, it has the additiadvantage that the programmer can activelyaaierything in a
time-lapse fashion, which fosters a coherent globatrview and reduces the likelihood of omissiomsl a
inconsistencies.

Page 7 of 10



3.2. Is repetitive labor appropriate for highly tiied engineers?

Well, consider highly qualified specialists likergaons or astronauts, who repeatedly practice estey of an
operation before they carry it out in a living baalyin outer space. Nobody would expect them tewerything just
once and get it right immediately. Why should pesgming be different in this regard? And if we agratter
decades of supporting evidence, that high-quatifjnsre is only achievable through discipline amddhwork, then
why not tolerate a certain amount of repetitionvad|? From an engineering viewpoint, | find that chumore
appropriate than an arbitrary number of reviewatiens aimed at finding wrong characters with thked eye.

There are certainly greater pleasures than a segoptémentation pass, although it can be sometimate
refreshing to calm down one’s creativity and fofust on typing the right characters. Moreover, ti@notony of the
second pass can be mitigated by watching out far@rone maneuvers and shielding them with appeatgr
countermeasures. A standard example are copy-asid-p@neuvers, which always bear the risk that sointke
necessary adjustments are forgotten. However, stiofj copy-and-paste is no solution either, becthese the risk
would be to lose some of the desired similarit&sth double program entry, both risks can be eamilgided by
using copy-and-paste in one but not in the othg@émentation pass. (Another technique is to copy @aste from
two distinct sources that are known to share justdesired similarities.)

3.3. What if the raw-data sheet is wrong to begth?¥v

In other words: Isn't it more important to avoidesification and design errors than to indulge inirse-code
character-level perfectionism? My plain answerhat tprogramming deserves as much attention anécesgs any
other phase of the software process. Even if thedata sheet is a detailed design leaving almostenisions to the
programmer, there is still enough that can go wrdagng a sloppy implementation phase. So yesgh-quality

raw-data sheet is important, but it can never guaea high-quality end product by itself. On tlieeo hand, a clean
and careful implementation process is often ableteal weaknesses in the input raw-data sheetvi@m beyond),
thus acting as additional quality control for paas phases.

Speaking of previous phases, | should also memitiandouble program entry can be generalized froognamming
languages to more abstract (semi-)formal languages in software engineering. | have tried thisitie secure
some critical parts of semi-formal specificatioasd the computer-aided review process turned oaffastive and
efficient as in case of computer-aided code reviSw.if applied early enough in the development ess¢ the
double-entry approach can already raise the quafiitgw-data sheets before the implementation phagis.

3.4. What if a mental error enters both implemeoitet?

Then computer-aided code review won't detect itjcwhsimply reflects the fact that there are différ&inds of
defects, and double program entry specializes ersights and typing errors. However, the methodehassitive
effect on the mental side of programming as wdile Tncremental punchcard structure is a good lasiatellectual
control; the creative first pass encourages aratiteyr search for good solutions; and the clean rebgoass
consolidates the result with good chances to dicomental errors made before. In short, double naragentry helps
programmers develop their full potential by dreatic reducing “unnecessary” defects. And on topthi$ solid
foundation, more advanced methods can work effelgtio cut down mental errors even further.
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3.5. What about code-layout and comment variations?

This may sound like a minor issue, but it can hantpe flow of computer-aided code review signifittanf not
handled properly. For programming-language tex, khy to a smooth review process is a good codigdard
which minimizes the need for ad-hoc formatting diecis (or alternatively the use of an automaticecimdmatter).

As for comment text, my general advice is to keegsismall and concise as possible. Not the qyémniitthe quality
of comments makes them valuable for program congm&bn, and the foremost goal should always beaximize
the clarity of the non-comment text actually coragil If a block of code has a lucid structure supgzbrby
meaningful identifiers, it's often sufficient totpa one-line block comment in front (and perhap$®edna few well-
placed line comments for additional hints).

Of course, there can be situations where a moteoedée paragraph is necessary to explain somearglelesign
rationale or other important background informatiBaot if the whole code teems with verbose commetzilig only
what the program text says anyway, it gets unwieldy just for double program entry but also frongeneral
readability/maintainability perspective. So on &ifige note, double program entry fosters a su¢@nd disciplined
commenting style as well as utmost layout consigteand whenever a deviation happens in these d@tedould be
seen as a chance to pick the most appropriatentémi@omputer-aided code review.

4. SUMMARY AND OUTLOOK

This concludes my detailed presentation of doulbtgyram entry. | hope that it contains some usdfaughts for
software engineers who seek supreme code quatitytteat my positive experience will encourage thertry the
method out in their daily work. In order to fadlié the practical application and evaluation oftdeyrogram entry,
I have summarized its essence in fourteen rulée tound in the appendix of this paper.

| also hope that academic researchers will getaéated in the approach, conduct empirical studieguiantify its
benefits, and make a larger public aware of itepiidl. Their findings may convince industry leajarotably in the
realm of high-integrity and safety-critical systertisat double program entry is an effective weapgainst many
single points of human failure. This in turn costinulate improved tool support for various platfs; which should
further increase the method's visibility and atikeemess for a growing number of organizations.

My ultimate vision is that teachers will employ dié& program entry as a framework to convey sourftivace-
engineering principles to young people from theyveeginning. By educating a new generation of ciemgious
engineers who have learned to adjust to their huinigerfection rather than persistently ignoringtlite way to a
more mature programming culture could be paved:ulfure in the spirit of Edsger W. Dijkstra's "Hurabl

Programmer” [4], that values clean programminchié $mall as the soil on which superior programnninipe large
is able to thrive.
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APPENDIX: The Fourteen Rules of Double Program ¥ntr

Don't trust any keystroke which has been perforomy once.
Structure all coding activity into increments yandeep in mind at one time.
Before starting an increment, make sure the ol@ é@adaved in version control.

Implement and polish one increment till it's aspgerand clean as possible, BUT DON'T COMPILE YET.

ok NP

Get a second copy of the old code from versionrobraind enter the whole increment once again (witho
looking at the first version or any notes you tdokit).

6. Take advantage of diverse editing strategies,oejgy/paste/adjust a code fragment in the firstivarbut enter
it from scratch in the second version.

7. If you realize a weakness and improve it in theoedcversion, go back and manually adjust the fiession
afterwards.

8. If the improved second version deviates signifibafrom the first version, discard the first vensiand start a
third version instead.

9. When you have two stable versions stemming fromepedident keystrokes, let the computer show the
differences between them.

10. Analyze each difference as a potential defect dindrate it by manually changing one of the versidar both
if necessary).

11. When the computer shows no more differences betweenwo versions, compile the new code for thst fir
time.

12. In case of any compile-time errors, fix them indegently in both versions, compute and eliminatéedénces,
and then compile again.

13. When there are no more compile-time errors, saeentw code in version control and implement thet nex
increment in the same way.

14. In case of new incoming change requests or defeatsd during code execution, schedule them as agpar
increments and continue to secure every keystrgldobble program entry and computer-aided codevevi
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